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Abstract: The intersection of artificial intelligence (AI), media, and political communication 

is reshaping the way political narratives are constructed and disseminated. AI technologies are 

enhancing engagement strategies but simultaneously introducing significant challenges like 

misinformation and manipulation. This evolving landscape necessitates a careful investigation 

of AI's role in political discourse and its implications for democratic processes. This review 

explores the multifaceted influence of AI on this evolving landscape. We examine how AI-

powered tools are utilized in: 1) Campaigning: Microtargeting voters through sophisticated 

data analysis, automating fundraising efforts, and generating personalized content. 2) News 

Consumption: Personalizing news feeds, spreading misinformation through deepfakes and AI-

generated propaganda, and utilizing AI for fact-checking and debunking. 3) Voter Engagement: 

Fostering civic participation through chatbots and AI-powered platforms, while also raising 

concerns about potential biases and the erosion of democratic discourse. While AI offers 

innovative opportunities for enhancing political communication, it also presents significant 

risks that could threaten democratic integrity. Balancing these aspects is crucial for the future 

of political discourse. We conclude by discussing the ethical considerations and future 

directions for AI in political communication, emphasizing the need for responsible 

development and deployment to ensure a fair and informed democratic process. 

Keywords: Artificial Intelligence, Media, Political Communication, Misinformation, Political 

Campaigns 

1. Introduction 

The landscape of political communication has been profoundly reshaped by digital technology 

and artificial intelligence (AI) (Battista, 2024). Traditional media like television and print are 

being rapidly overtaken by digital platforms, especially social media, where politicians now 

engage voters with short, visually driven content and targeted messaging (Farkas & Bene, 
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2020). This digital shift has accelerated the news cycle and enabled real-time discourse, 

promoting broader participation and diverse voices. However, it also contributes to echo 

chambers, misinformation, and political polarization (Ariel & Elishar, 2025). 

AI has added a new dimension to this transformation. It enables campaigns to analyze large 

datasets to predict voter behavior, micro-target audiences, and personalize messages, thereby 

optimizing outreach and resource use (Tomar et al., 2023). While this data-driven approach 

enhances campaign efficiency, it also raises ethical concerns. The spread of deepfakes, 

algorithmic bias, and manipulation through bots threaten the integrity of democratic discourse. 

Additionally, AI’s role in reinforcing filter bubbles and infringing on voter privacy has sparked 

widespread debate (Islam et al., 2024).  

 

 

 

 

As AI tools increasingly influence how news is consumed and how citizens interact with 

political content, the balance between innovation and ethical responsibility becomes crucial 

(Battista & Petrone, 2024). Political communicators must navigate this evolving terrain to 

ensure informed, inclusive, and respectful dialogue, protecting the democratic process from the 

misuse of emerging technologies. 

 

Fig.1.: Impact of AI in everyday life  

Source: https://techvidvan.com/tutorials/ai-in-human-life/ 
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2. AI in Campaigning 

AI has transformed political communication, offering unmatched precision in campaign 

strategies through micro-segmentation, data analysis, and automated content distribution. 

These tools enhance understanding of voter behavior, especially on social media, improving 

media strategies and engagement (López-López et al., 2023; Tomić et al., 2023). AI is notably 

effective in short-form video platforms like TikTok, shaping political perceptions by targeting 

voters’ cognitive and emotional responses, as seen in Indonesia’s 2024 election campaigns 

(Triartanto et al., 2024). 

Workshops have shown that AI and machine learning have redefined electoral campaigning, 

especially during the COVID-19 pandemic. Digital tools enabled wider voter reach but also 

facilitated the spread of disinformation via AI-powered bots (Novelli & Sandri, 2024). AI 

systems are increasingly capable of influencing human decisions—intentionally or otherwise. 

Their anthropomorphic traits may foster long-term relationships with users, amplifying their 

persuasive power and raising ethical concerns about manipulation and loss of human agency 

(Burtell & Woodside, 2023). 

AI’s potential to personalize persuasion at scale poses significant risks to democratic discourse. 

Its misuse may distort public narratives, erode trust, and shift control away from human actors. 

As AI becomes integral to political messaging, the need for transparent, ethical deployment is 

critical. Ensuring that AI promotes democratic values and inclusive societies remains a key 

responsibility for political communicators and media professionals (Codina et al., 2024). 

• Microtargeting: AI plays a crucial role in political communication by enabling 

microtargeting through data collection and facilitating the dissemination of 

disinformation. It also aids in detecting and removing content that contradicts 

democratic principles on social media platforms (Azgin & Kiralp, 2024). 

 AI enhances political communication by enabling psychometric profiling and micro-

targeting of voters through individualized online ads. It also facilitates programmatic 

advertising, geotargeting, and automated profiles, significantly influencing information 

diffusion and the effectiveness of disinformation operations in political contexts 

(Duberry, 2022). AI intersects media and political communication through algorithmic 

political communication, enabling micro-segmentation, personalized diagnostics, and 

automated content generation. This evolution challenges traditional boundaries of 

fiction and reality, impacting information dissemination and public participation in an 
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increasingly expansive public space (López-López et al., 2023). AI technologies are 

transforming political advertising and communication, emphasizing data-driven 

insights, microtargeting, and ethical concerns like privacy and manipulation risks, 

while highlighting the need for accountability and transparency to maintain democratic 

integrity (Kamal et al., 2024). Generative AI tools can enhance micro targeted political 

advertising by creating personalized messages based on individual personality traits, 

raising ethical concerns about manipulation and the potential misuse of AI in political 

communication strategies (Simchon et al., 2024). AI algorithms analyze vast datasets 

of voter demographics, preferences, and online behavior to identify and target specific 

groups with tailored messages. This microtargeting allows campaigns to optimize 

resource allocation, personalize campaign appeals, and maximize voter turnout. 

● Fundraising Automation: AI is revolutionizing political campaigns by automating 

fundraising efforts and streamlining online campaign management. AI-powered tools 

can analyze vast datasets of voter information, including demographics, donation 

history, and online behavior, to identify potential donors with high propensity to give 

(Ahmed et al., 2025). This allows campaigns to personalize fundraising appeals, such 

as crafting targeted email messages with tailored tasks and crafting compelling donation 

pages. Furthermore, AI can automate many aspects of the fundraising process, such as 

sending automated thank-you notes, processing donations, and managing recurring 

giving programs (Li, 2024). This frees up campaign staff to focus on higher-level tasks, 

such as building relationships with key donors and developing innovative fundraising 

strategies. 

 

Fig.2. : Key political parties using AI to influence voters ahead of Lok 

Sabha polls. 

Source: India Today 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 802



Beyond fundraising, AI is transforming how campaigns manage their online presence.     

AI-powered social media tools can analyze audience engagement, identify trending 

topics, and schedule posts to maximize visibility (Manoharan, 2024). Chatbots can 

provide instant responses to supporter inquiries, freeing up campaign staff to address 

more complex issues (Jones & Jones, 2019). AI-driven analytics dashboards provide 

real-time insights into campaign performance, allowing campaigns to track progress, 

identify areas for improvement, and make data-driven decisions (Kamal et al., 2024). 

This data-driven approach can significantly enhance the efficiency and effectiveness of 

online campaigns, enabling candidates to reach larger audiences, mobilize supporters, 

and build stronger online communities. AI-powered tools automate various aspects of 

fundraising, such as identifying potential donors, personalizing donation appeals, and 

managing online campaigns. This streamlines the fundraising process, allowing 

campaigns to focus on other critical aspects of their operations. 

● Content Creation: AI technologies are significantly reshaping political 

communication by automating content creation, influencing public perception, and 

raising concerns about media integrity and democratic engagement (Pierson et al., 

2023). AI enhances news reporting by quickly analyzing data and generating timely, 

relevant content, especially in emergencies. It also improves article quality through 

fact-checking and better structure, increasing public trust (Wang, 2023). However, AI 

lacks emotional depth and creativity, making human oversight essential for impactful 

storytelling and ethical journalism. 

Lipschultz (2022), in social media and Political Communication, examines how 

platforms like Twitter, Facebook, and TikTok influence political engagement. He 

highlights the dual role of social media in spreading disinformation and empowering 

civic movements. Lipschultz underscores the need for critical thinking to navigate 

political content effectively. AI also poses socio-technical challenges in content 

moderation and governance. Gollatz et al. (2018) stress ethical concerns around 

algorithmic moderation, while Oh and Downey (2024) argue that current systems often 

suppress marginalized voices and fail to detect nuanced hate speech. Boler & Davis, 

(2020) notes AI’s ability to tailor content based on emotional responses, potentially 

enhancing political influence. Aram and Juliana (2024) emphasize AI’s role in 

personalized content delivery, shaping political opinions. Hackenburg & Margetts, 

(2024) find large language models (LLMs) can influence political attitudes through 
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persuasive content, raising regulatory concerns. Horowitz et al. (2022) advocate for AI 

use in public service media to offer inclusive, informative content that promotes 

democratic values. 

Overall, AI boosts efficiency and engagement in political communication but requires 

ethical oversight to protect democratic integrity. 

3. AI in News Consumption 

AI plays a significant role in shaping news consumption patterns, with both positive and 

negative implications. 

● Personalized News Feeds: AI technologies are reshaping media and political 

communication by automating content creation and influencing public discourse. 

According to Gutiérrez-Caneda et al. (2023), AI can shape political narratives through 

automated content generation and analysis. Auliya et al. (2025) highlight how AI 

algorithms analyze social media data to create detailed user profiles, enabling 

personalized political propaganda that influences opinions and threatens democratic 

processes. These algorithms tailor news feed to individual preferences, often 

reinforcing existing beliefs. This personalization creates “filter bubbles” and echo 

chambers, restricting exposure to diverse perspectives and limiting meaningful political 

dialogue.  

● Misinformation and Propaganda: AI plays a dual role in political communication, 

enhancing it through personalized content and analytics, while also enabling threats like 

misinformation and deepfakes that erode public trust (Kumar & Singh, 2024). AI tools 

aid in content creation and distribution but raise concerns about bias and ethical issues 

in how political information is framed (Aissani et al., 2023). Goldstein et al. (2024) 

show that AI-generated content, such as from GPT-3, can rival traditional propaganda 

in persuasiveness. Technologies like deepfakes and GANs produce realistic but fake 

media, spreading misinformation and manipulating public opinion. 

● Fact-Checking and Debunking: AI is transforming fact-checking in political 

campaigns by offering rapid, scalable tools to detect misinformation and enhance public 

discourse. AI algorithms can analyze large volumes of data—such as news articles, 

social media posts, and political ads—to identify patterns of falsehoods (Woolley & 

Howard, 2016). Using Natural Language Processing (NLP), AI can interpret human 
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language to uncover contradictions and misleading claims within political messaging 

(Lazer et al., 2018). AI-powered platforms enable interactive fact-checking, offering 

real-time feedback and helping users detect bias and verify political statements. These 

systems can also automate the creation of counter-narratives and evidence-based 

rebuttals to disinformation. However, challenges persist. AI systems can inherit biases 

from training data, affecting the reliability of their outputs. Additionally, the 

sophistication of AI-generated content like deepfakes and synthetic media makes it 

difficult—even for advanced tools—to distinguish real from fake (Wardle & 

Derakhshan, 2017). 

 

 

 

Despite these limitations, AI holds strong potential to enhance the speed and accuracy 

of political fact-checking. When combined with human oversight, AI tools can support 

a more informed and critical public, helping to combat misinformation and safeguard 

democratic processes. 

 

 

Fig.3.: Implications of AI in media industry 

Source: Der Spiegel, 2023 
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4. AI in Voter Engagement 

AI has transformed voter engagement by enabling political campaigns to analyze large datasets, 

predict voter behavior, and deliver personalized messages (Baldwin-Philippi, 2018). AI-

powered chatbots enhance accessibility by providing real-time responses to voter queries, 

boosting confidence and participation (Hussain & Howard, 2013). Predictive analytics helps 

identify undecided or low-propensity voters using demographic and social media data, 

allowing campaigns to target outreach effectively—as seen in the 2012 U.S. election and 

further refined since (Issenberg, 2016). 

 

 

 

AI also aids in crafting targeted advertisements through sentiment analysis, assessing public 

opinion on platforms like Twitter to align messages with voter priorities (Tufekci, 2017). 

Beyond messaging, AI combats misinformation by flagging fake news and detecting 

disinformation patterns via natural language processing (Brennen et al., 2020). Moderation 

tools further ensure civil discourse in online political spaces. However, AI-driven engagement 

raises ethical concerns. The use of sensitive voter data risks privacy violations and 

manipulation, prompting calls for regulation to uphold transparency and democratic integrity 

(O’Neil, 2016). Despite these concerns, AI has improved campaign efficiency, from optimizing 

door-to-door canvassing to resource allocation (Hersh, 2015). 

Fig.4.: Advantages and threats of using AI in elections, political campaigns, and 

electoral management. 

Source: Islam et al., 2024 
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In sum, AI is a powerful tool for modern voter engagement, enhancing outreach, countering 

misinformation, and streamlining campaign strategies. With proper ethical frameworks, it can 

support a more informed, inclusive, and participatory democracy. 

5. Ethical Considerations and Future Directions 

Artificial Intelligence (AI) is reshaping political communication by enabling campaigns to 

engage, persuade, and mobilize voters more effectively. AI tools such as micro-targeting, 

sentiment analysis, and personalized messaging allow campaigns to analyze social media 

activity, demographic data, and voter preferences to craft tailored outreach (Baldwin-Philippi, 

2018). AI-powered chatbots offer 24/7 interaction, sharing policy updates and addressing 

misinformation (Hussain & Howard, 2013). 

AI also helps shape media narratives through natural language processing (NLP) and machine 

learning, allowing campaigns to monitor public sentiment and adapt messaging in real time 

(Tufekci, 2017). Data-driven ad creation and AI-generated debate simulations make complex 

political issues more accessible to voters (Yampolskiy, 2018). 

Despite these benefits, ethical concerns persist. AI can be misused to spread misinformation, 

create deepfakes, and reinforce filter bubbles, distorting public opinion (O’Neil, 2016). The 

opaque nature of AI algorithms—the "black box" issue—may embed unintentional bias, 

undermining fair political discourse (Noble, 2018). Privacy concerns also arise as campaigns 

harvest sensitive data without adequate consent, risking public trust (Floridi et al., 2020). 

Looking ahead, AI’s potential in political communication includes reaching multilingual 

audiences through real-time translation and enhancing voter education via AR/VR experiences 

(Yampolskiy, 2018). Integrating blockchain could boost transparency in voting and campaign 

finance. However, realizing these opportunities demands robust ethical frameworks. 

Policymakers and tech developers must prioritize transparency, accountability, and data 

protection, including algorithm audits and public education initiatives (Floridi et al., 2020). 

Ultimately, while AI offers powerful tools to enhance democratic engagement, its responsible 

use is essential to safeguard democratic values and ensure inclusive, trustworthy political 

communication.  

Addressing these concerns requires a multi-pronged approach: 

● Developing ethical guidelines and regulatory frameworks for AI in political 

communication is essential in the digital era. AI tools like chatbots, content generators, 
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and data analytics are transforming campaigns, but they also raise concerns about 

misinformation, privacy breaches, and manipulation. Comprehensive ethical 

frameworks are needed to address these risks. The EU’s General Data Protection 

Regulation (GDPR), while a strong precedent for data privacy, still needs clearer 

applications in AI-driven political contexts (Floridi, 2020). The IEEE Global Initiative 

emphasizes principles such as transparency and accountability in AI use (Chatila & 

Havens, 2019). Effective regulation should require disclosure of AI-generated content 

and ensure data usage complies with informed consent. Interdisciplinary collaboration 

among technologists, ethicists, and policymakers is vital for setting globally relevant 

standards. As AI continues to influence political discourse, strong ethical and legal 

measures are critical to maintaining electoral integrity and public trust in democratic 

institutions (Vinuesa et al., 2020). 

● Promoting media literacy and critical thinking is vital for empowering citizens to 

navigate the digital age. As people face information overload, fake news, and 

algorithmic biases, these skills help individuals critically assess digital content and 

make informed decisions (Livingstone, 2008). Media literacy enables users to evaluate 

the credibility of information, understand how media messages are constructed, and 

recognize underlying biases. Critical thinking further supports this by helping 

individuals identify logical fallacies, question motives behind media narratives, and 

distinguish fact from misinformation (Hobbs, 2020). 

Educational systems worldwide are incorporating media literacy into curricula to 

prepare students as informed digital citizens, while also equipping adults to participate 

responsibly in civic discourse (Potter, 2023). These competencies reduce the impact of 

misinformation on democratic processes. Collaborative initiatives involving 

governments, schools, and tech platforms are essential in promoting these skills. 

Strengthening media literacy and critical thinking builds societal resilience against 

digital manipulation and ensures informed public engagement. 

• Continued research and development of AI technologies that uphold fairness, 

transparency, and democratic values is essential for ethical and inclusive innovation. 

Fair AI systems reduce bias and promote equitable outcomes across diverse 

populations, helping prevent the reinforcement of existing societal inequalities (Binns, 

2018). Transparency in AI ensures accountability by making algorithmic decisions 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 808



understandable and traceable, which is critical in high-impact sectors like law 

enforcement, hiring, and healthcare (Pasquale, 2015). 

Aligning AI with democratic values involves promoting human rights, civic 

participation, and inclusivity in the design and deployment of technology (Floridi, 

2023). AI systems that support public engagement and policy development can 

strengthen trust in democratic institutions. However, realizing these ideals requires 

interdisciplinary collaboration, strong regulatory oversight, and continuous public 

dialogue to address emerging risks (Coeckelbergh, 2020). 

 

 

 

Embedding fairness, transparency, and democratic alignment into AI development not only 

maximizes the benefits of innovation but also safeguards civil liberties. This approach ensures 

that AI contributes positively to a just, inclusive, and participatory society. 

6. Concluding Discussions  

By 2050, AI is expected to deeply shape media and political communication, offering 

personalized narratives while raising ethical concerns about misinformation, bias, and 

declining human interaction—issues that call for transparent and accountable AI systems 

(Feher et al., 2024). A prominent example is Grok, an AI chatbot launched by Elon Musk in 

2023, which can generate text and images, pull real-time data from the web and X (formerly 

Twitter), and deliver witty, provocative responses. Despite its innovative features, Grok has 

Fig.5.: The four roles of government in the AI context. 
Source: Guenduez & Mettler, 2022 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 809



sparked debates over political neutrality, highlighting broader questions about AI's influence 

on societal norms and ideologies. 

The emergence of platforms like Grok emphasizes the urgent need to evaluate AI's political 

impartiality, especially as such tools gain power in shaping public discourse. This neutrality is 

not just a technical challenge but an ethical imperative in maintaining democratic integrity. 

Additionally, AI-generated content (AIGC) enhances media’s agenda-setting power, 

increasing efficiency and personalization in communication, thereby influencing public 

opinion and transforming political messaging (Chu, 2024). While AI offers benefits like 

improved voter engagement and streamlined campaign strategies, it also carries risks, including 

misinformation and deepening political divides. 

AI's role in political communication demands ongoing scrutiny. Its impact goes beyond 

algorithms; it shapes how societies perceive truth, engage in civic life, and maintain democratic 

values. Ensuring AI serves the public interest requires ethical design, regulatory oversight, and 

collaboration among technologists, policymakers, and researchers. As AI continues to evolve, 

its development must prioritize fairness, transparency, and democratic alignment. 

7. Reference:  

• Ahmed, S., Wongmahesak, K., Singh, B., & Kumar, S. (2025). Empowering Democratic 

Processes With AI: Innovations in Voter Engagement, Policy Analysis, and Decision-Making 

Process. In Democracy and Democratization in the Age of AI (pp. 121–132). IGI Global. 

https://doi.org/10.4018/979-8-3693-8749-8.ch007 

• Aram , I. A., & Juliana, E. A. (2024). Digitisation and artificial intelligence in the world of 

media. Journal of Media and Communication Studies, 16(2), 31–37. 

https://doi.org/10.5897/jmcs2024.0823 

• Ariel, Y., & Elishar, V. (2025). Political Communication and the Hype Cycle: Tracing Its 

Evolution Across the Digital Era. Journalism and Media, 6(2), 87. 

https://doi.org/10.3390/journalmedia6020087 

• Auliya, S. F., Kudina, O., Ding, A. Y., & Van de Poel, I. (2025). AI versus AI for democracy: 

exploring the potential of adversarial machine learning to enhance privacy and deliberative 

decision-making in elections. AI and Ethics, 5, 2801–2813. https://doi.org/10.1007/s43681-

024-00588-2 

• Azgin, B., & Kiralp, S. (2024). Surveillance, Disinformation, and Legislative Measures in the 

21st Century: AI, Social Media, and the Future of Democracies. Social Sciences, 13(10), 510–

510. https://doi.org/10.3390/socsci13100510 

• Baldwin-Philippi, J. (2018). The technological performance of populism. New Media & 

Society, 21(2), 376–397. https://doi.org/10.1177/1461444818797591 

• Battista, D. (2024). Communication and politics in the age of artificial intelligence: an overview 

of deepfakes and their implications. Society Register, 8(2), 7–24. 

https://doi.org/10.14746/sr.2024.8.2.01 

• Battista, D., & Petrone, A. (2024). Artificial Intelligence and Media-politics: A Revolution in 

Communicative Dynamics? Journal of Sociological Research, 15(2), 51–51. 

https://doi.org/10.5296/jsr.v15i2.22207 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 810

https://doi.org/10.4018/979-8-3693-8749-8.ch007
https://doi.org/10.5897/jmcs2024.0823
https://doi.org/10.3390/journalmedia6020087
https://doi.org/10.1007/s43681-024-00588-2
https://doi.org/10.1007/s43681-024-00588-2
https://doi.org/10.3390/socsci13100510
https://doi.org/10.1177/1461444818797591
https://doi.org/10.14746/sr.2024.8.2.01
https://doi.org/10.5296/jsr.v15i2.22207


• Binns, R. (2018). Algorithmic Accountability and Public Reason. Philosophy & Technology, 

31(4), 543–556. https://doi.org/10.1007/s13347-017-0263-5 

• Boler, M., & Davis, E. (2020). Affective Politics of Digital Media. Routledge. 

• Brennen, S., Simon, F. M., Howard, P. N., & Nielsen, R. K. (2020). Types, Sources, and Claims 

of COVID-19 Misinformation. In https://reutersinstitute.politics.ox.ac.uk/types-sources-and-

claims-covid-19-misinformation (pp. 1–13). Reuters Institute for the Study of Journalism. 

• Burtell, M., & Woodside, T. (2023, March 15). Artificial Influence: An Analysis Of AI-Driven 

Persuasion. ArXiv.org. https://doi.org/10.48550/arXiv.2303.08721 

• Chatila, R., & Havens, J. C. (2019). The IEEE Global Initiative on Ethics of Autonomous and 

Intelligent Systems. In M. I. A. Ferreira, J. S. Sequeira, G. S. Virk, M. O. Tokhi, & E. E. Kadar 

(Eds.), Robotics and Well-Being (Vol. 95, pp. 11–16). Springer Cham. 

https://doi.org/10.1007/978-3-030-12524-0_2 

• Chu, Y. (2024). Communication Research on Reshaping the Content Ecosystem of New Media 

Platforms Based on AIGC Technology. Frontiers in Computing and Intelligent Systems, 9(3), 

24–27. https://doi.org/10.54097/9x823e87 

• Codina, L., Ufarte-Ruiz, M.-J., & Borden, Sandra-L. (2024). Introduction. Fanning the flames 

of artificial intelligence in the media: beyond efficiency and productivity gains. Communication 

& Society, 37(2), 221–225. https://doi.org/10.15581/003.37.2.221-225 

• Coeckelbergh, M. (2020). AI for climate: freedom, justice, and other ethical and political 

challenges. AI and Ethics, 1, 67–72. https://doi.org/10.1007/s43681-020-00007-2 

• Der Spiegel. (2023). Will AI replace the journalists. Globecartoon - Political Cartoons - 

Patrick Chappatte. https://chappatte.com/en/images/will-ai-replace-journalists 

• Duberry, J. (2022). Artificial Intelligence and Democracy. Edward Elgar Publishing. 

https://doi.org/10.4337/9781788977319 

• Farkas, X., & Bene, M. (2020). Images, Politicians, and Social Media: Patterns and Effects of 

Politicians’ Image-Based Political Communication Strategies on Social Media. The 

International Journal of Press/Politics, 26(1), 119–142. 

https://doi.org/10.1177/1940161220959553 

• Feher, K., Vicsek, L., & Deuze, M. (2024). Modeling AI Trust for 2050: perspectives from 

media and info-communication experts. AI & Society, 39. https://doi.org/10.1007/s00146-023-

01827-6 

• Floridi, L. (2020). The Fight for Digital Sovereignty: What It Is, and Why It Matters, Especially 

for the EU. Philosophy & Technology, 33(3), 369–378. https://doi.org/10.1007/s13347-020-

00423-6 

• Floridi, L. (2023). The Ethics of Artificial Intelligence. Oxford University Press. 

• Floridi, L., Cowls, J., King, T. C., & Taddeo, M. (2020). How to Design AI for Social Good: 

Seven Essential Factors. Science and Engineering Ethics, 26, 1771–1796. 

https://doi.org/10.1007/s11948-020-00213-5 

• Goldstein, J. A., Chao, J., Grossman, S., Stamos, A., & Tomz, M. (2024). How persuasive is 

AI-generated propaganda? PNAS Nexus, 3(2). https://doi.org/10.1093/pnasnexus/pgae034 

• Gollatz, K., Beer, F., & Katzenbach, C. (2018). The Turn to Artificial Intelligence in Governing 

Communication Online . In https://nbn-resolving.org/urn:nbn:de:0168-ssoar-59528-6 (pp. 1–

19). 

• Guenduez, A. A., & Mettler, T. (2022). Strategically Constructed Narratives on Artificial 

intelligence: What Stories Are Told in Governmental Artificial Intelligence policies? 

Government Information Quarterly, 40(1), 101719. https://doi.org/10.1016/j.giq.2022.101719 

• Gutiérrez-Caneda, B., Vázquez-Herrero, J., & López-Garcí­a, X. (2023). AI application in 

journalism: ChatGPT and the uses and risks of an emergent technology. Profesional de La 

Información / Information Professional, 32(5). https://doi.org/10.3145/epi.2023.sep.14 

• Hackenburg, K., & Margetts, H. (2024). Evaluating the persuasive influence of political 

microtargeting with large language models. Proceedings of the National Academy of Sciences 

of the United States of America, 121(24). https://doi.org/10.1073/pnas.2403116121 

• Hersh, E. D. (2015). Hacking the Electorate. Cambridge University Press. 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 811

https://doi.org/10.1007/s13347-017-0263-5
https://doi.org/10.48550/arXiv.2303.08721
https://doi.org/10.1007/978-3-030-12524-0_2
https://doi.org/10.54097/9x823e87
https://doi.org/10.15581/003.37.2.221-225
https://doi.org/10.1007/s43681-020-00007-2
https://doi.org/10.4337/9781788977319
https://doi.org/10.1177/1940161220959553
https://doi.org/10.1007/s00146-023-01827-6
https://doi.org/10.1007/s00146-023-01827-6
https://doi.org/10.1007/s13347-020-00423-6
https://doi.org/10.1007/s13347-020-00423-6
https://doi.org/10.1007/s11948-020-00213-5
https://doi.org/10.1093/pnasnexus/pgae034
https://doi.org/10.3145/epi.2023.sep.14
https://doi.org/10.1073/pnas.2403116121


https://doi.org/10.1017/cbo9781316212783 

• Hobbs, R. (2020). Mind Over Media: Propaganda Education for a Digital Age. W. W. Norton 

& Company. 

• Horowitz, M., Milosavljevic, M., & Van den Bulck, H. (2022). The Use of Artificial 

Intelligence by Public Service Media: Between Advantages and Threats. In C. El Morr (Ed.),  

AI and Society (pp. 56–71). CRC Press. https://doi.org/10.1201/9781003261247 

• HUssain, M. M., & Howard, P. N. (2013).  Democracy’s Fourth Wave? Digital Media and the 

Arab Spring. Oxford University Press. 

• Islam, E., Haseeb, M., Batool, H., Ahtasham, N., & Muhammad, Z. (2024). AI Threats to 

Politics, Elections, and Democracy: A Blockchain-Based Deepfake Authenticity Verification 

Framework. Blockchains, 2(4), 458–481. https://doi.org/10.3390/blockchains2040020 

• Issenberg, S. (2016). The victory lab: the secret science of winning campaigns. Broadway 

Books. 

• Jones, B., & Jones, R. (2019). Public Service Chatbots: Automating Conversation with BBC 

News. Digital Journalism, 6(7), 1–22. https://doi.org/10.1080/21670811.2019.1609371 

• Kamal , R., Kaur, M., Kaur, J., & Malhan, S. (2024). Artificial Intelligence-Powered Political 

Advertising: Harnessing Data-Driven Insights for Campaign Strategies. In R. Kumar, A. Joshi 

, H. O. Sharan, S.-L. Peng, & C. R. Dudhagara (Eds.), The Ethical Frontier of AI and Data 

Analysis (pp. 100–109). IGI Global Scientific Publishing. doi: 10.4018/979-8-3693-2964-

1.ch006 

• Kamal, R., Kaur, M., Kaur, J., & Malhan, S. (2024). Artificial Intelligence-Powered Political 

Advertising: Harnessing Data-Driven Insights for Campaign Strategies. In R. Kumar, A. Joshi, 

H. Sharan, S. Peng, & C. Dudhagara (Eds.), The Ethical Frontier of AI and Data Analysis (pp. 

100-109). IGI Global Scientific Publishing. https://doi.org/10.4018/979-8-3693-2964-1.ch006 

• Kumar, P., & Singh, B. (2024). Artificial Intelligence for Media: Opportunities or Threats. 

Journal of Communication and Management, 3(02), 107–109. 

https://doi.org/10.58966/JCM2024323 

• Lazer, D. M. J. (2018). The science of fake news. Science, 359(6380), 1094–1096. 

https://doi.org/10.1126/science.aao2998 

• Li, J. (2024). Artificial Intelligence and Its Transformative Impact on Modern Politics. Applied 

and Computational Engineering, 97(1), 163–169. https://doi.org/10.54254/2755-

2721/97/20241361 

• Lipschultz, J. H. (2022). Social Media and Political Communication. Routledge. 

https://doi.org/10.4324/9781003170471 

• Livingstone, S. (2007). Engaging with media – a matter of literacy? Transforming Audiences: 

Identity/Creativity/Everyday Life. https://eprints.lse.ac.uk/2763/1/engaging_with_media.pdf 

• López-López, P. C., Barredo Ibáñez, D., & Jaráiz Gulías, E. (2023). Research on Digital 

Political Communication: Electoral Campaigns, Disinformation, and Artificial Intelligence. 

Societies, 13(5), 126–126. https://doi.org/10.3390/soc13050126 

• Manoharan, A. (2024). Enhancing audience engagement through ai-powered social media 

automation. World Journal of Advanced Engineering Technology and Sciences, 11(2), 150–

157. https://doi.org/10.30574/wjaets.2024.11.2.0084 

• Noble, S. U. (2018). Algorithms of Oppression: How Search Engines Reinforce Racism. New 

York University Press. 

• Novelli, C., & Sandri, G. (2024). Digital Democracy in the Age of Artificial Intelligence. ArXiv 

(Cornell University). https://doi.org/10.48550/arxiv.2412.07791 

• O’neil, C. (2016). Weapons Of Math Destruction : How Big Data Increases Inequality and 

Threatens democracy. Broadway Books. 

• Oh, D., & Downey, J. (2024). Does algorithmic content moderation promote democratic 

discourse? Radical democratic critique of toxic language AI. Information Communication & 

Society, 28(7), 1157–1176. https://doi.org/10.1080/1369118x.2024.2346531 

• Pasquale, F. (2015). Black box society : the secret algorithms that control money and 

information. Harvard University Press. 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 812

https://doi.org/10.1017/cbo9781316212783
https://doi.org/10.1201/9781003261247
https://doi.org/10.3390/blockchains2040020
https://doi.org/10.1080/21670811.2019.1609371
https://doi.org/10.58966/JCM2024323
https://doi.org/10.1126/science.aao2998
https://doi.org/10.54254/2755-2721/97/20241361
https://doi.org/10.54254/2755-2721/97/20241361
https://doi.org/10.4324/9781003170471
https://eprints.lse.ac.uk/2763/1/engaging_with_media.pdf
https://doi.org/10.3390/soc13050126
https://doi.org/10.30574/wjaets.2024.11.2.0084
https://doi.org/10.48550/arxiv.2412.07791
https://doi.org/10.1080/1369118x.2024.2346531


• Pierson, J., Kerr, A., Robinson, S. C., Fanni, R., Steinkogler, V. E., Milan, S., & Zampedri, G. 

(2023). Governing artificial intelligence in the media and communications sector. Internet 

Policy Review, 12(1). https://doi.org/10.14763/2023.1.1683 

• Potter, W. J. (2023). Critically analyzing the meanings of “critical” media literacy. Journal of 

Media Literacy Education, 15(3), 110–127. https://doi.org/10.23860/JMLE-2023-15-3-9 

• R. Aissani, R. A. Q. Abdallah, S. Taha and M. N. Al Adwan, "Artificial Intelligence Tools in 

Media and Journalism: Roles and Concerns," 2023 International Conference on Multimedia 

Computing, Networking and Applications (MCNA), Valencia, Spain, 2023, pp. 19-26, doi: 

10.1109/MCNA59361.2023.10185738. 

• Saha, B. (2024). Models, dead netas, campaigning from jail: How AI is shaping Lok Sabha 

polls. https://www.indiatoday.in/elections/lok-sabha/story/artificial-intelligence-political-

parties-ai-use-general-elections-bjp-congress-aap-tdp-aidmk-dmk-2530728-2024-04-23 

• Simchon, A., Edwards, M., & Lewandowsky, S. (2024). The Persuasive Effects of Political 

Microtargeting in the Age of Generative AI. PNAS Nexus, 3(2). 

https://doi.org/10.1093/pnasnexus/pgae035 

• TechVidvan Team. (2020, May 18). Examples of AI in Daily Life - Impact of AI on Human. 

TechVidvan 

• Tomar, M., Raj, N., Singh, S., Marwaha, S. S., & Tiwari, M. (2023). The Role of AI-driven 

Tools in Shaping The Democratic Process: A Study of Indian Elections and Social Media 

Dynamics. Industrial Engineering Journal, 52(11), 143–153. 

https://search.proquest.com/openview/9cb0b69577f4ca29927b95cde354b684/1?pq-

origsite=gscholar&cbl=2026366&diss=y 

• Tomić, Z., Damnjanović, T., & Tomić, I. (2023). Artificial Intelligence In Political Campaigns. 

SouthEastern European Journal of Communication, 5(2), 17–28. 

https://doi.org/10.47960/2712-0457.2.5.17 

• Triartanto, A. Y., Mutiah, T., Suriyanto, A. D., Atmaja, J., Nurdiansyah, C., & Fitriyanto. 

(2024). Simulacrum Pemanfaatan Artificial Intelligance Pada Kampanye Politik Pilpres Dan 

Wapres 2024 Melalui Video Tiktok. Nivedana Jurnal Komunikasi Dan Bahasa, 5(2), 249–262. 

https://doi.org/10.53565/nivedana.v5i2.1311 

• Tufekci, Z. (2017). Twitter and tear gas : the power and fragility of networked protest. Yale 

University Press. 

• Vinuesa, R., Azizpour, H., Leite, I., Balaam, M., Dignum, V., Domisch, S., Felländer, A., 

Langhans, S. D., Tegmark, M., & Fuso Nerini, F. (2020). The role of artificial intelligence in 

achieving the Sustainable Development Goals. Nature Communications, 11(1), 233. 

https://doi.org/10.1038/s41467-019-14108-y 

• Wang, X. (2023). The Impact of Artificial Intelligence on News Production and 

Communication in the Smart Media Era. Trends in the Development of Science and Education, 

104(7), 167–170. https://doi.org/10.18411/trnio-12-2024-406 

• Wardle, C., & Derakhshan, H. (2017). Information disorder: Toward an interdisciplinary 

framework for research and policy making (2017). In https://edoc.coe.int/en/media/7495-

information-disorder-toward-an-interdisciplinary-framework-for-research-and-policy-

making.html (pp. 1–109). Council of Europe. 

• Woolley, S., & Howard, P. (2016). Political Communication, Computational Propaganda, and 

Autonomous Agents Introduction. International Journal of Communication, 10, 4882–4890. 

https://ijoc.org/index.php/ijoc/article/viewFile/6298/1809 

• Yampolskiy, R. V. (Ed.). (2018). Artificial Intelligence Safety and Security. Chapman and 

Hall/CRC. https://doi.org/10.1201/9781351251389 

 

Technische Sicherheit ISSN NO: 1434-9728/2191-0073

Volume 25, Issue 6, 2025 PAGE NO: 813

https://doi.org/10.14763/2023.1.1683
https://doi.org/10.23860/JMLE-2023-15-3-9
https://doi.org/10.1093/pnasnexus/pgae035
https://search.proquest.com/openview/9cb0b69577f4ca29927b95cde354b684/1?pq-origsite=gscholar&cbl=2026366&diss=y
https://search.proquest.com/openview/9cb0b69577f4ca29927b95cde354b684/1?pq-origsite=gscholar&cbl=2026366&diss=y
https://doi.org/10.47960/2712-0457.2.5.17
https://doi.org/10.53565/nivedana.v5i2.1311
https://doi.org/10.1038/s41467-019-14108-y
https://doi.org/10.18411/trnio-12-2024-406
https://ijoc.org/index.php/ijoc/article/viewFile/6298/1809
https://doi.org/10.1201/9781351251389



